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How to use IP200 voice recording

This information applies to

· IP 200, V5.01

Build 04-5665 and later.  Previous versions do support voice recording too, but with less functionality.

Summary

The IP200’s conferencing ability may be used to establish conferences with a pre-defined target h323 device, either automatically or upon request.  Such conferences are initated in such a way that it is transparent to the remote side of a conversation. 

This feature may be used to do voice recording in a business environment.  The IP200 will then be configured such that it will conference in the h323 endpoint of a voice recording system. 

More Information

Voice recording modes

Common voice recording applications generally support two distinct modes of operation, known as active and passive recording.

Passive recording involves sniffing of network packets and reconstructing voice stream data from this information. Usually, the LAN infrastructure must be setup such that all packets that might contain voice stream data to be recorded are copied to a dedicated “SPAN” port on the switch.  An Ethernet card in the voice recording system is attached to that port and packets seen are scanned for RTP voice stream packets.

Usually, the Ethernet port the VoIP gateways is attached to is configured to be duplicated to the SPAN port.  This way, all voice traffic going through the gateway (that is, all “external calls”) is captured.  While this approach is sufficient for straight forward scenarios, it has some disadvantages in more complex situations.  If for example VoIP internal traffic has to be captured too in a multi-location setup, the definition of the right SPAN ports can be tricky.  Also, it is usually difficult to extract the call signaling data from the raw packets.  This will cause a lack of information regarding the calling parties. As a result, static IP addresses must be used for all devices to be recorded to be able to relate RTP data to devices and agents.

To overcome these problems, active recording can be employed.  In this technique, the voice recorder acts as a H.323 endpoint.  To record a call, a three-party conference is created which includes the caller, the called and the voice recorder.  The innovaphone solution uses a distributed approach for voice recording, that is, the conference is handled by the initiating endpoint (IP200) rather than by a central resource (commonly known as MCU, multipart conferencing unit).

For voice recording, the IP200 can create such conferences in one of three modes

· Manually

· Transparent

· Optional

In manual mode, the conference is only created upon user request.  That is, the user (usually the agent in some call-center type of environment) fully controls the voice recording process.  This is usually suitable in an environment where both parties of a call agree on recording sensitive parts the call only.

In transparent mode, the conference is established for each call from the very beginning and cannot be terminated by the agent.  This is usually required in an environment where there is a legal obligation to record all calls.

In optional mode, the conference is established automatically but can be terminated by the agent.  This is usually required if not all calls need to be recorded but for those that need to be, the beginning of the call must not be missed.

In transparent and in optional mode the automatic creation of the conference can be restricted to external calls.

Active voice recording is indicated in the IP200’s display, however, it is transparent to the remote party

Configuration

To configure the IP200 recording mode, config commands must be used:

config change PHONECFG0 ... /recording <mode> /recorder <addr>

This command can be part of the IP200 configuration file.  If it is submitted manually, do not forget to save and activate as usual.  Also, there are more parameters for PHONECFG0, so be sure to not mangle the unrelated parameters.

<mode> : 0 – no recording

         1 - manual

         2 - transparent

         3 – optional

         To restrict automatic recording to external calls specify

         <mode> as 0x82 (transparent) or as 0x83 (optional).

<addr> : e164-number[:h323-name]

         e.g. 55 or 007:wiretapper

In manual mode, the conference will be initiated and terminated by pressing the redial button. In optional mode, the conference is set up initially and can then be stopped and started again using the redial key as in the manual mode.

In manual and optional mode, the conference is transparently stopped when a second (consultation) call is created by the agent.  In transparent mode, consultation calls are not possible.

Known Problems

Voice recording does require a conferencing resource.  Thus, while voice recording is active, no further conferencing is possible.

Recording is only available in IP200, not in the IP10.

1 IF   > 1 "Page 1 of 2" "" \* MERGEFORMAT 

2 IF   > 1 "Page 2 of 2" "egon" \* MERGEFORMAT 
Page 2 of 2


