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How Security works within innovaphone gateways

This information applies to

· IPxxx, v5 beta2

Build 02-xxxx and later.

Summary

With v5 some changes for  handling flash memory in innovaphone gateways and telephones are implemented. Flash memory is used to store 4 different type of data:

· Bootcode. This code that starts the protocol code. Once the protocol code is started, bootcode is used only for flash access. Bootcode also implements clearing of the configuration. If the protocol doesn’t start, or if the user activates manually this mode , the bootcode can act as TFTP server. TFTP server mode allows e.g. to repair the firmware by uploading  a new one.

· Config file, ( this is a sequence of “Config change … “ commands

· Firmware

· User data

User data 

· H.235V2  Annex D and HTTP Digest Authentication

Passwords from the config file

Passwords which were stored in the config file in earlier versions are now stored in a different place in flash memory, in “variables”. They are stored uncrypted, but for reading and writing they are crypted with the RC4 algorithm, using the admin account as key. These variables are part of the “config show” information, so they can be backed up and restored using the normal config show, config update mechanism. Since the passwords are crypted with the admin account as key, the config update will only restore the original password when before the config update the admin account is set to the same which was active when the config show was done.

For compatibility with v4 config files, passwords found in the config file are still used, but when the config is saved the first time from the config applet, the passwords are written into the variables and removed from the config file.

Passwords within the PBX

Passwords within the PBX are used to authenticate different operations: Adminstration, Registration with H.235 and SOAP access for TAPI and other services. All passwords of the PBX are stored in the LDAP directory. They are crypted using a random key. A special user which is assigned the name of the Gatekeeper ID of the PBX, is used as an admin account for the PBX. When this user object (the admin object) is created, the random key is created. This key and the password is then stored in the flash variables and in the admin user object. The key and the password in the admin user object are crypted using RC4 algorithm. For the password the key is used as key (as always) and for the key, the password is used as the key. The PBX needs the uncrypted key or password in the flash variables to be able to decrypt the password. If the database is replicated to another PBX this other PBX initially does not have this information. To put this information into the flash variables, the admin has to open the admin user object enter the PBX admin password and close the admin user object again. With the password the PBX can decrypt the key. It then stores key and password in the flash variables. When the PBX admin password is now changed in one place, and replicated to other PBXs the other PBXs can decrypt it with the key and update it in the local flash variables.

With the key all password in the PBX configuration can be decrypted. Since it is always crypted when transmitted this should be safe. But of course it can be decrypted with the PBX admin password. So if there is a danger that the admin password got into the wrong hands, there might be a need to change the key. To do this, the admin object has to be deleted and re-created. All the user passwords have to be reset in this case, because with the changed key, they cannot be decrypted.

Protocols

The protocols stack in V5 supports digest based authentication for H.323 and HTTP . This prevents passwords from being send as clear text over the IP network. 

 H.323

For devices registering at the PBX   ( e.g. IPphones )  H.235V2 Annex D, Baseline security is implemented in the PBX, the IP200 and the Softphone.  H.235 security works with timestamps, so a NTP server should be defined and  on all devices. H.235 security is enabled for each user  by defining a password for this user.  Since deployment of lots of passwords is sometimes inconvenient, for each user one registration is accepted without a password. Additional registrations for this user must use a password.

To protect from unwanted PBX registrations without password this type of registration can be restricted to IP-addresses that match the configured PBX  IP-access list. Registrations with password are not checked against this access list. 

 HTTP

The innovaphone Gateways and IPphones support HTTP Digest authentication. This secures the password transmission for maintenance with the Webinterface/Applet and  SOAP access to the PBX. Since there may be old browsers, like Netscape 4, that do not support HTTP digest authentication, there is a switch in the configuration applet to allow the unsecure basic authentication in addition the digest authentication. To avoid problems with old browsers this switch is by default on.

Possible  HTTP users  are 

· The admin user / password for Gateway and PBX configuration

· the PBX admin user to configure only the PBX

· individual PBX users for SOAP access to the PBX

Telnet

There is no easy applicable standard to secure the password transmission in the telnet protocol. The user should know that passwords send over a telnet connection can be sniffed on IP network.  The configuration Applet has been changed to use HTTP instead of telnet to read and write to the Gateway.

LDAP

There is no easy applicable standard to secure the password transmission in the LDAP protocol. The user should know that passwords send over a LDAP connection can be sniffed on IP network. However,  LDAP passwords are independent from the other passwords. So  exposure of the LDAP passwords does not compromise e.g. the admin password.

Configuration

Convert configuration

To convert the configuration open the applet (Gateway “configuration”) and press “save”. A “config show” on the webinterface will show that vars with crypted passwords are created and passwords are removed from the config file.

Define a PBX admin user

There is a special user, the PBX admin user. The admin user is needed  if one of the following conditions apply :

· PBX global settings are needed.

· H.235 passwords are used.

· Gateway  administration and PBX administration need different passwords.

The admin user has the name of the PBX gatekeeper id, it is visible in the PBX “Users” list, but it cant be edited there.  

The admin user password can be created, and its password can be changed by pressing “create” in the   “Global settings” screen ( below admin user ).

Hints and Caveats

· Multiple registrations work only with H.235 passwords, this is different to V5 beta2

· You need a PBX admin user to make H.235 work

· Changing the PBX gatekeeper ID will clear the H.235 password and the PBX global settings

· Restoring a configuration will restore the passwords only if the admin password of the active and new configuration are the same. If the admin password is changed as part of the upload, the firmware decrypts the new password with the wrong key,  so that the passwords are set to more or less unpredictable values. 

· Since the Java Applet (  Gateway “configuration” and PBX “New User” ) need to establish a authenticated connection to the PBX, the user needs to supply username and password to the Applet. The applet stores this information during a browser session, so it needs to be entered only once per session.  Since the V4 firmware was sending this information in clear text over the network, there was no entry of username and password in V4.

· Since registrations with password are accepted from all IP addresses the passwords should be chosen  well, so that a password cannot be guessed easily. As an alternative, use registrations without password and the IP access list.

Know problems 

These issues are known problem in V5:

· PBX user and admin passwords are not crypted during configuration.

· Gateway definitions do not support H.235 passwords in beta3

· H.235 timestamps are not checked.

· HTTP digest noncecount is not checked

4 IF   > 1 "Page 1 of 4" "" \* MERGEFORMAT 
Page 1 of 4

4 IF   > 1 "Page 4 of 4" "egon" \* MERGEFORMAT 
Page 4 of 4


